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Microsoft WSUS 3.0

Automated Patching — The First Step To Secure Your Network

Abstract

This whitepaper will discuss the importance of maintaining patch deployment, strategies and how to utilise
Microsoft's Windows Server Update Services 3.0 as a solution. This whitepaper is based on the beta release of
the product.
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Introduction

When people think about IT security, they think about firewalls and antivirus. Firewalls are
important but only go so far as to protect your network against a direct attack. A firewall will
only prevent illegitimate forms of traffic from the internet. It doesn’t stop traffic on legitimate
ports or downloads. Firewall defences have been compared to eggs: hard on the outside but soft
on the inside. Anti-virus will only protect you against known threats. Many organisations have
made the mistake of thinking that firewalls combined with antivirus will give them a complete

defence against threats. That’s a nice wish but it’s not true.

Consider the SQL Slammer virus that hit the Internet in early 2003. Within minutes of its release
it crippled networks worldwide. How did this work? Surely people had firewalls in place? Yes
they did. Was the antivirus up to date? Yes it was. The problem was that once it could easily get
past the firewall and it was unknown to antivirus vendors. It also took advantage of a known
flaw in Microsoft’s products that Microsoft had previously released a patch for. In fact they
released the patch several months before hand and those organisations that had deployed it were
protected against the virus. Microsoft had already released a free to use product called SUS that
serviced the Windows product range but few had heard of it. In fact, few had any implemented

process for regularly testing and deploying Microsoft updates.

In late 2003 a new virus started to cripple networks. Microsoft Blaster took advantage of a flaw in
the RPC service. Surely in the time that had passed people had learned their lessons about
keeping their machines up to date? It appeared that most had not. Microsoft had previously
released an update to protect their products but few had deployed it.

Since this time Microsoft has spent much time campaigning and trying to raise customer
awareness about the need to regularly test and deploy updates. A replacement for SUS called
WSUS (2.0) was released. WSUS, again a free to use product, services all of the Microsoft product
range and makes it easier for administrators or security officers to test and deploy updates on a

production network.

My experience working on client sites and speaking with administrators is that both the
awareness of this problem/solution and adoption of WSUS have been minimal. Many large
organisation and government agencies do not maintain patch updates. This is either because
they are not aware the solution exists, despites Microsoft’s efforts, or because they do not

sufficiently understand the problem.

With this document I aim to show how you can manage updating your entire Microsoft network

with minimal manual effort by using WSUS 3.0.

Microsoft WSUS 3.0
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Alternative Solutions

It would be wrong for me to continue as if WSUS 3.0 was the only solution to this problem.
Microsoft WSUS (which will likely be referred to as WSUS 2.0) is available at the moment and is
an excellent product. It is lightweight so it can be run on a virtual machine. It is simple to use
and highly scalable.

Microsoft also provides the ability to deploy updates using 2 free to download feature packs for
Systems Management Server 2003. I have tried this solution but I must say that while it is very
flexible and powerful, I find it to be very labour intensive to use and manage. However, I am a
fan of using it the feature pack to audit and report on patch deployment success. Microsoft do
state that this is their solution for large networks. Remember, Microsoft think of a large network

as being something with 10,000+ managed computers.

Microsoft will be releasing the successor to SMS 2003 next year called System Centre
Configuration Manager 2007. SCCM 2007 has built in functionality for deploying software
updates to Microsoft products. It is extendable just like WSUS and it is a huge improvement over
SMS 2003 software updates. It offers powerful scheduling, targeting and is more efficient to use
than SMS 2003 if you make use of templates. However, I am left thinking that for most

organisations, WSUS may still be a better solution.

A famous third party solution is HFNetChkPro. This product must be purchased. It has been
around since the days of Windows NT and is very mature. Many of its customers prefer it over
the free solutions from Microsoft. HFNetChkPro offers built in support for updating non-

Microsoft products which does give it a distinct advantage.

Given the available options why do I still stick with WSUS? Well, it’s lightweight, free, easy to
use and highly scalable. Given that it is so lightweight, I choose to run it on a virtual machine,
this saving on hardware costs and possible operating system costs if I use Windows 2003 R2
Enterprise as the host. Microsoft also intends to make it the basis of all of their deployment
solutions. What do I mean? Consider all of the products you have that must have updates...
Email antivirus/anti-spam updates, anti-spyware updates, server/desktop antivirus updates, etc.
Microsoft have stated that it is their intention to use WSUS as their update mechanism for their
products. This means that products such as Forefront Security for Exchange, Microsoft
Antivirus, and Defender all will update via WSUS. A single update mechanism that is controlled
via group policy will simplify the network and reduce the amount of configuration, maintenance

and troubleshooting. In my opinion, this makes WSUS the natural choice.
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Introducing WSUS 3.0

As I am writing this document, WSUS 3.0 has just gone into public beta. If it will progress like
WSUS 2.0 did, then any lessons we learn during the beta process will hold true for the RTM

version.

WSUS 3.0 Features

Naturally, a new version means new features. Here’s a quick breakdown of what to expect:

e  WSUS 3.0 introduces an MMC snap-in for managing your WSUS infrastructure.

* A post-setup wizard will guide an administrator through most of the necessary
configuration.

e The logs are more detailed. A MOM management pack is available.

¢ Automated email notifications can be enabled for new updates.

e A cleanup wizard allows you to clean out obsolete data.

e Upgrading to WSUS 3.0 is a simple in place installation, a vast improvement over SUS to
WSUS 2.0.

e Update checks can happen up to once per hour, an improvement over once per day.

* A granular rule system for automated approval has been introduced. You now could
automatically approve updates for certain products or maybe even severity levels.

*  You can grant someone the ability to have “Read only reporting”, e.g. to a non-technical
security officer or auditor.

¢ Many servers can be managed from your single administration console. This is
important for anyone managing lots of WSUS servers.

e WSUS 3.0 can be clustered, possibly important in large, security critical environments.

e A WSUS 3.0 server can be switched from replica to autonomous mode without needing
to uninstall. This adds flexibility to your infrastructure.

¢ (Clients can be a member of numerous targeting groups, reflecting how the real world
works.

e There is support for running WSUS 3.0 on x64 Windows.

e A branch office can download a subset of languages from the master WSUS server.

e A branch office can download metadata (approvals, etc) from the central WSUS server
but download updates directly from Microsoft, e.g. if the branch has limited WAN
bandwidth but generous Internet bandwidth.

Requirements
WSUS Servers
e  Windows Server 2003 Service Pack 1 or Windows Server "Longhorn" Beta 2

¢ Microsoft Internet Information Services (IIS) 6.0 or later

Microsoft WSUS 3.0 5
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e Background Intelligent Transfer service (BITS) 2.0 or later
e  Windows Installer 3.1 or later
e Microsoft NET Framework 2.0

Optional Prerequisites
e Microsoft Management Console 3.0
e  SQL Server 2005 Service Pack 1
e Microsoft Report Viewer Redistributable 2005

WSUS Client Computers
e  Windows Vista Beta 2
¢  Windows Server 2003 (any edition)
e  Windows XP
e Windows 2000 with Service Pack 4.
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Deployment Scenarios

Microsoft’s aim was for WSUS and WSUS 3.0 to be deployable in all sorts of organizations or
networks whether they are small, medium, huge, LAN, WAN or disconnected.

A Small Network

Microsoft Update

Firewall
WIS server

Microsoft’s definition of small is a lot different to most. For Microsoft 200 computers is a small

deployment. In this scenario, a single WSUS server downloads updates directly from Microsoft.

Administration is easy with a single point of administration.

Note: For this size of network, I've successfully run WSUS 2.0 on Microsoft Virtual Server 2005 virtual

machine.
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Medium Network with Independent Control

Microsoft Update

WSS server

| ] | —

BBS
S8  Bus

In this scenario, each WSUS server directly updates from Microsoft. Administration is carried

out on two WSUS servers, this doubling g the amount of administrative effort. While not
efficient, it may be required where internal politics are a factor or where there is no or limited

connectivity between sites.
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Medium/Large Single Infrastructure

Microsoft Update

Firewall

=]

'I.I'I.l'SLIS SErver WIS server

UUBUELE SULBLL

Clients

BOE BUS

This is the best deployment solution where there is a single security policy. Itis efficient because:

¢ The internet connection is used only once to download updates.
e Administrative effort is minimised; all administration, i.e. update testing/approval, is
performed at the WSUS server that is the point of entry.

WSUS clients have the location of their WSUS server configured by an Active Directory site-
linked Group Policy Object. This means that if client A travels from site 1 to site 2, it will access
download updates from the WSUS server in Site 2 instead across the WAN.

In this diagram, Site A is the root and Site B has a downstream server. There may be a scenario
where you want centralized management of Site B but it has (1) limited connectivity to site A and
(2) good connectivity to the Internet. In this scenario, it is possible to configure Site B to
download only metadata and the approval list from Site A. All approved updates will be

downloaded directly from Microsoft over the Internet.
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Networks with No Connectivity

$ ©

Update Firewall WIS

SErver

Updates are manually
carried and applied
to WIS server

Clients

This scenario is likely to include DMZ’s (although Microsoft would like us to drop that concept)
and special secure networks that may be fond in government agencies or organisation with

sensitive materials that cannot be placed on the WAN.

Updates are tested, approved and downloaded. They are exported onto CD and then uploaded

onto another WSUS server for distribution to clients on the disconnected network.

Upgrading WSUS 2.0
The upgrade process from WSUS 2.0 to 3.0 is seamless; good news to anyone who upgraded from
SUS to WSUS 2.0. An in-place upgrade from WSUS 2.0 to 3.0 will maintain all settings and

approvals.

To upgrade a hierarchy of WSUS 2.0 servers, start at the root server and work your way down.
WSUS 2.0 can synchronise from WSUS 3.0. WSUS 3.0 cannot synchronise from WSUS 2.0.

Microsoft WSUS 3.0 10
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Installing WSUS 3.0

You need to ensure each of the Windows prerequisites (see above) is installed. One of the other

prerequisites is the Microsoft Report Viewer.

i& Microsoft Report Vi o ] 4|
Welcome to Microsoft Report Yiewer
Redistributable 2005 Setup
This wizard will guide vou through the installation process.
Mext = | | Cancel
Start the report viewer installation.
i@ Microsoft Report iz ofTs =
End-User License Agreement
End-User License Agreement ﬂ

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT REPORT WIEWER REDISTRIBUTABLE 2005

These license terms are an agreement bebween Microsoft Carporation {or based on
where vou live, one of its affiliates) and vou, Please read them, They apply to the
software named above, which includes the media on which vou received it, if any. The
terms also apply to any Microsoft

+ Updates,

+ supplements, LI

By clicking "I accept the terms of the License Agreement” and proceeding ko use the
product, I indicate that I have read, understood, and agreed ko the terms of the End-User
License Agreement,

| < Back. || Install = || Cancel

Agree to the EULA.

Microsoft WSUS 3.0 11
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or
ScreenHunter

A Setup is configuring the install,  This may
\_I:) kake a minute or bwao,

The installation will start.

ii,? Microsoft Report izmes B

Setup Complete

Microsoft Report ¥Yiewer Redistributable 2005 has been successfully
installed.

1t is highly recommended that you download and install the latest service packs and
security updates For this product.

For more information, visit the Following Web site:

Product Support Center

=101

As you can see, it’s a simple install. Next you will start the installation of WSUS 3.0. You'll need

to download that.

Microsoft WSUS 3.0
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pdali B CEE EnHuntEr x|

Welcome to the Microsoft®
Windows® Server Update Services
¥3.0 Setup Wizard

Thiz wizard helps you install Microsoft Windows Server
Update Services v3.0 server software. The software
helps you deploy updates from Microsoft Update to client
computers on your nebwork,

To continue, click Mext.

< Back Cancel

Start the installer.

8 Microsoft Windows Seavar Liprdial e SetecnHunter

License Agreement

To install Microsoft Windows Server Update Services +3.0, you must accept the berms of
the end uger licenze agreement

Fleaze read the following agreement carefully. Use the scroll bar or press the PAGE
DWW key to view the rest of the text. Tao print the text, click Print.

MICROSOFT PRE-RELEASE SOFTWARE ﬂ
LICENSE TERMS

MICROSOFT WINDOWS SERVER
UPDATE SERVICES 3.0

=
% | accept the terms of the License raresment

(ol do not accept the terms of the Libc\;nse agreement En—ntl
< Back I Mest > I Cancel

Agree to the EULA.



B Microsoft Windows G2

Select Update Source
rou zan specify where client computers acquire updates from.

If pou have a dive farmatted with MTFS file system and at least 6 GB of free disk space,
you can uge it ko store updates for client computers to download quicky.

If you need to zave disk space, clear the check box to store updates on Microsoft
Update; downloads will be slower.

If you choose to stare updates lacally, updates are not downloaded ta your WSUS server
until pou approve them. By default, when updates are approved, they are downloaded for
all languages.

ore updates locally

IE:\WSUS

HH

Browse. .. |

< Back I Nest » I Cancel |

Your first decision is where to store the updates. | can’t see 30GB ever being used up. My
current WSUS 2.0 server is using less than 10GB.

& Microsoft Windows S+

Database Dptions
“ou can specify where to store data for Microsoft Windows Server Update Services v3.0.

“You can have Microzoft Windows Server Update Services v3.0 ingtall Microgoft SOL Server
2005 Embedded E dition [Windows] or you can use an existing databasze server for Microsoft
“windows Server Update Services 3.0 data,

If you install 3 databaze server. the folder must be on a diive formatted with the MTFS file system
that has a minimum of 2 GB of free disk space (3 GB if you chose to store updates locallp on the
zame drive).

% {nztall Microsoft SOL Server 2005 Embedded Edition [#indows] on this computes

E:\w/SLIS Browsze. .. |

£ Wse an existing database server on this computer

i

" Lsing an existing database server on a remote computer

< Back ﬂea[;\? Cancel |

You now need to choose how you will set up your SQL database for the WSUS data. In this
example I've used SQL 2005 Embedded Edition. It’s like MSDE and supplied with WSUS. You
could use another dedicated SQL database but I'm a “keep it simple” person so | like the built in
option.

Microsoft WSUS 3.0 14
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& Microsoft Windows Sy x|

Web Site Selection |/
‘Y'ou can specify which Web site to use for the Microsoft "Windows Server Update Services .b
w3 0'wWeb services

Wwieh site preference:

% {se the existing 115 Default \weh site [recommendeds
The WSUS conzole will share the |15 site and use part 80,

' Create a Microsaft Windows Server Update Services v3.0Web site
The WSUS conzole will have a separate site and use part 8530

Configure pour client computers to access Microgoft Windows Server Update Services v3.0 at:
http: //DJBFST

I
< Back I MNest » I Cancel |

Anyone familiar with WSUS 2.0 will know this screen. What port do you wan to run WSUS on? If
your WSUS server runs another website then you should choose 8530. Again, I'm ssimple and |
want a port | can remember. I'd recommend a VM for the WSUS installation so | won't have any
other applications running on WSUS server. So | choose the default port of 80.

‘8 Microsoft Windows Seevar U Jal e B x|
Ready to Install Microzoft Windows Server Update Services v3.0 i
Microzoft wWindows Server Update Services w30 iz ready to be installed with the following
configuration:
- Content folder: E:%wS1US%w suzContent
- Databaze files: E:ANWSUS
- Client zelf update site: http: //DUBFS1 /zelfupdate
The fallowing components will be installed along with Microsoft Windows Server Update
Services w300
- Microsoft SAL Server 2005 Embedded E ditioh [wWindows)
-BSPMET
Toinstall, click Mest. To review or change :[%ttings, click Back.
Cancel
Click on <Next> when you are ready to start the installation.
Microsoft WSUS 3.0 15
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& Microsoft Windows 5o = Upudle e t enHu |
. ./
Installing... _.b

Fleaze wait while the Setup ‘wizard installz. Thiz may take several minutes

Statuz:  Installing ASP.MET

[ ]

Setup iz warking. Fleaze wait...

N

At this point you can go get some coffee.

B Microsoft Windows Tz, =4 Upudeale e

Completing the Microsoft Windows
Server Update Services v3.0 Setup
Wizard

You have successfully completed the Microsoft windows
Server Update Services 3.0 Setup Wizard,

¥ Launch'wSUS Server Configuration ‘Wizard

To close thiz wizard, click Finish.

[Cancel

Eack

As the French say, “Voila!” WSUS is now installed and ready to be configured. Note you have
an option to configure WSUS from a wizard. This is new and welcome. You don’t have to go

bounding from one page to the next on a web interface to configure it any longer.

Microsoft WSUS 3.0
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The WSUS 3.0 Configuration Wizard

'; Windows Server Update Services Coufigu coior. ¥eivad

Ay Before You Begin
]

Things you should do before starting this wizard

EBefore ‘You Begin
Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Producks
Choose Classifications
Configure Sync Schedule
Finished

Before you begin,

1.
2

3

Ta run this wizard again, launch the WSUS Administration SnapIn and go to

Is the server's firewall configured ko allow clients ko access the server?
Can this machine connect to the upstream server (such as Microsoft

Update) From this machine?
Do you have user credentials for the p

Options

< Back | et = I Eimist | Cancel |

roxy server, if needed?

3

Microsoft wants you to check a few things first. Make sure your website port (80 in this case) can
be accessed by WSUS clients. This is vital if you run Windows Firewall. Make sure your WSUS
server has connectivity to Microsoft or to a possible upstream server so updates can be
downloaded. Finally, if this is the entry/root WSUS server then make sure you have credentials
for the proxy if required. | always recommend dedicated service accounts for simpler diagnostics
and to limit damage if passwords get leaked.

Microsoft WSUS 3.0
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LEI.” Choose Upstream Server
b

Provide the upstream server with which wou want to synchronize content

Before ou Begin @ ‘You can choose where your server synchronizes updates from,

Speify Proxy Server ' Synchronize From Microsoft Update
Choose Languages

Choose Products
Choose Classifications
Configure Syne Schedule

Finished Part number: ISD

| e S50 when synchronizing wpdate information

" Synchronize From an another Windows Server Update Services server

Server name: I

IF using 551, ensure that the upstream WSS server is also configured
bo suppork S5L.

| Thisis & replica of the upstrean server:
A replica server mirrors update approvals, settings, computers and

groups from its parent, Updates can only be approved on the upstream
SErver,

< Back |

Eimish | Cancel |

Here’s your chance to decide if this server will be a downstream server (gets updates from an
upstream WSUS server on your network) or will be the root WSUS server.

If this is a downstream server:

You can choose to use SSL if the upstream server requires it.

Make this a replica of the upstream server. This is how you can centralise management
to your upstream or root servers.

'; Windows Server Update Ser:

x|
LEI.” Specify Proxy Server
b
Provide proxy server settings for synchronizing updates with Microsoft Update
Before ou Begin e If this server requires a proxy server to access the upstream server you can
Choose Upstream Server ) configure the proxy server settings here,
Choose Languages [ Usea prozy server when synchronizing
Choose Products Sepyver name: I
Choose Classifications
Configure Sync Schedule Part number : Iag
Finished
™| Wi user credentials boconnect bo the Braxy SErVEr
User name: l—
Domain: I—
Password: I—%
™| Allow basic authentication (password is sent in clearbext)
< Back Eimish Cancel
Microsoft WSUS 3.0 18
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Enter any required credentials to enable your new WSUS server to get through a proxy. Please
do not use your user account or an administrator account. That’s a really bad idea. Use a

dedicated service account.

'; Windows Server Update Services Crufigu Aier. ¥eiiaod eenHun |
iy Connect to Upstream Server
L i

Download update information from Microsoft Update

Before You Begin
Choose Upstream Server

%

Choose Languages
Choose Producks
Choose Classifications
Configure Sync Schedule
Finishied

To configure Windows Server Update Services on the Following screens, we
need ko apply your upstream server and proxy server settings and synchronize
information about available updates.

Information ko fe downloaded includes:
The types oflsjpdates available
The products that can be updated
The languages of updates available

Click Start Synchronization to save and download upstream server and proxy
server information. This process might take several minutes or longer, depending
on your connection speed,

Stop Synchronization |

< Back | [dExt = | Eimish I Cancel |

You can now start your initial synchronisation. This will only download the necessary information
to complete the wizard. It will not download an updates or metadata about any updates. Note

that it only intends to download information about:

e The types of updates available, e.g. critical, important, etc.
e  The products WSUS can update.
e The languages that WSUS can download updates for.

Microsoft WSUS 3.0
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!J Windows Server Update Servi:

_Lllif”

Choose Languages

Select the languages of updates Far this server

Before You Begin
Choose Upstream Server
Specify Proxy Server

ling

Choose Products
Choose Classifications
Configure Svnc Schedule
Finished

If wou are storing update files locally, you can limit the updates downloaded to
vour server by language.

" Dawnload updates in all lanquages, including new languages

& Download updates only in these languages:

[7] arabic [[] German

[[] Chinese {Hong Kong 5.4.R.) [] Greek Or
[ Chinese {Simplified) [ Hebrew

[[] Chinese (Traditional) [ Hungarian

[[] Czech [7] 1talian Os
[7] Danish [7] Japanese aT
[7] Dutch [7] Japanese (MEC)

[w] English [7] Karean

[7] Finnish 7] Morwegian

[7] French [7] Palish

<| N | o

If this server has downstream servers, they will only be able to download
updates in the languages specified here,

= Back | Einist | Cancel
X
_,'il.” Choose Products
]
Select the Microsoft products you will update with WSS
Before ou Begin = ‘fou can specify what products you want o synchronize updates For,
Choose Upstream Server Ly
Specify Proxy Server Products:
Choose Languages O &l Products -
. O Microsaft
Chaoose Classifications - [ Exchange
Configure Sync Schedule -[JExchange 2000 Server
Finished - O Exchange Server 2003
- ] Farefrant
.- ] Forefront Client Security
-] Internet Security and Acceleration Server
. [ Internet Security and Acceleration Server 2004
- [ Microsaft Codename Max
O Max
D Microsoft System Center Data Protection Manager
[OCata Pratection Manager 2006
-] Office
- office 2002{xp
.. (] office 2003 hd|
< Back | Einiisti | Cancel |

This screen allows us to pick what products on our network we wish to update via WSUS. I'd

highly recommend that you only pick those products you have. It'll save you a lot of
administrative effort later on instead of being lazy now and choosing “All Products”.

Microsoft WSUS 3.0
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'; Windows Server Update Services Condigu Atier. ¥eiieaod

iy Choose Classifications

Select the update classifications you want to download

Before You Begin
Choaose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products

Configure Sync Schedule
Finished

List

‘fou can specify what classification of updates you want ko synchronize,

Classifications:

All Classifications

Critical Updates

[ Definition Updates

Ocorivers

[OFeature Packs

Security Updates

O 35ervice Packs %
O Tocls

i [J Update Rollups

O

Eimish

I Cancel |

You can choose with types of update you want to download. Be careful of downloading service
packs. Firstly, the can be huge and take an eternity to replicate across a WAN with limited
bandwidth. | had a lot of problems with replicating Windows 2003 Service Pack 1 to our WSUS
2.0 servers when it came out. We have 16 sites replicating with one central server and the
central site WAN link was bottlenecked. This caused each of the sites to fail the download so we
had to suspend replication for all but one each night until all were replicated. Secondly, you don’t
want to risk a service pack being accidentally approved when you haven't tested it. Imagine your
surprise if something like Windows Firewall appeared on all of your machines (as with XP Service
Pack 2 ) and you weren'’t ready for it. That would be a P45/Pink Slip generating event.

Be careful of downloading updates too. It may conflict with any SMS feature packs you have

from the likes of HP or Dell.

Microsoft WSUS 3.0
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'; Windows Server Update Services Condgui-it

1y set Sync Schedule
Jj.‘

Configure when this server synchronizes with 11 Server Mame

Before You Begin

Choose Upstream Server g
Specify Proxy Server

Choose Languages

Choose Products
Choose Classifications

Finished

‘fou can synchronize updates manually or set a scheduls for daily automatic

synchronization,

" Synchronize manually

% Synchronize automatically

First synchroniaztion: 03:00:00

Synchronizations per day:

Mote that when scheduling a dai
synichronization stark time will ha 2
specified kime,

< Back | ek = I

=]
=

from Microsoft Update, the
ket up ko 30 minutes after the

Eimishi | Cancel |

You now can configure your replication. We have the historical “choose a time of day” option
here. But we also have something new. Microsoft has put in an addition option to check for
updates every X hours during the day. This is probably in case they have to release an
emergency patch for a critical zero day exploit. If it’s not going to place much of a load on the

network then | would recommend setting this to every 1 hour.

Microsoft WSUS 3.0
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'; Windows Server Update Services Conit H el eenHunter 5[

- Finished
Ly
Finished initial configuration of your server
Before You Begin - If this is the First time you have run this server configuration wizard, you can
Choose Upstream Server e"' start the Following items now.
Specify Proxy Server
Choose Languages ¥ Launch the Windows Server Update Services Administration Snap-in
Choose Products Get started adminiskering your organization by starting the \Windows Server
Choose Classifications Update Services Administration Snap-in.
Configure Sync Schedule
i Beqin initial synchronization

Performing the initial synchronization with Microsoft Update or wour upstream
server can take a considerable amount of time, depending on how many
products, classifications, and languages vou have selected as well as the
speed of your Internet connection.

L3

< Back. | [dext = |

Cancel |

We are now nearing the end of the wizard. All of the wizard configurations are complete. We can
now Kick off an initial synchronisation to download update metadata. This will consist of
descriptions of each available update in our selection. We can then deny or approve each
update. Approval will lead to the update being downloaded from Microsoft.

The second option will start the new administrative console which is an MMC snap-in instead of
the traditional web interface we have had with SUS and WSUS 2.0. Note that the old web
interface is not present in Beta 1 of WSUS 3.0. | assume it is gone forever to be replaced by the
MMC interface.
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The WSUS 3.0 Administration Console

E".- Microsoft Windows Server Update Services 3.0 Ecka 2

E'Q.; Elle  Action Miew Window

=101x]

JRETET

« == 2=

L;* i-_l|;n:|a

B DUBFSL
=t Updates

% Al Updates

+ Critical Updates

+ Security Updates

¥ WSUS Updates

El,jg Computers and Groups

El,jg All Computers

e Downstreamn Servers
----- ﬁ Synchronization Resulks

% Reports
--Igey Cptions

._;I:_; Unassigned Computers

Update Services Actions

=]
L]

4]

Ay

Windows Server Update Services

Use this snap-in to quickly and reliably deploy the latest )
updates ko wour computers. To connect ko a remote server, Wigw
on the Action menu click Connect o Server,

Servers Administered from This Console

[ pusrs1

Updates with
eftars:

Updates needad

by computers: o

Updates
installedfup-to-dat 0
et

Campukers
with errars:

Compubers
needing

Carmpukers
installedfup-to 0

Update Services

@ Help

a

|

Connect ko Server...

Mews window Fram Here

This is the new administration interface for WSUS. It's an MMC 3 snap-in so you’ll need to
update MMC on your administrative PC’s. Anyone new to MMC 3 will notice that the centre pane
is capable of doing a lot more and there is a context sensitive Actions pane. The Actions pane

shows the stuff you get when you right click on something.
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E‘;} Microsoft Windows Server Update Services 3.0 Ecta 2 B & ||:||5|

D File  Action  Wiew Mindow  Help | 121 =l
o = | 2
E'if Update Services All Computers f ) Actions
Eld DLUBFS1 T G — =
4 0 . m ; All Computers -
2§ Updaes Status: E— n
oo All Updates i | Marne | IP Address | COperating ... | M... | Last Status —| Search
+ Critical Updates 4d
% Security Updates I dubdci.afinm.internal 192, 168.2,... Windows Se... 0 Mok yet repat. ., Add Computer Group...
- % WSUS Updates 4 dubfst.afinn.nternal 192,168.2,... ‘Windows Se... 0 Mok yet repot... Wiew L
EIJ* Computers and Grolips Mew window From Here
.;l:; All Computers
-5 Downstream Servers Refresh
ﬁ Synchronization Results
? Reports % @ Help
-y Options Computer -
*H Delete
=4 Group By »
Status Report
dubdc . afinn.inkernal 2 Help
_ﬂ This computer has not reported skatus yet, -
Status Group
Updates with errars: 0 membershi
Updates needed: 0 all
Updates installedfup to date: 0 Computers
& Updates not yet reporked: 400 Unassignes
Compubers
Nneyatinn =
‘| 3

All Computers is selected above. This is a quick way of checking the deployment status of
updates. You can change the selection in the dropdown box to different status types. This will
present a different list of computers. You can double click on a computer to launch Report
Viewer for more information.
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E‘; Microsoft Windows Server Update Services 3.0 Eek 2

=10l x|
E'y File  Action Wiew Window Help |;Iili|
& = | 2
E':* Update Services Synchronization Results Actions
IEI---%HIZ;UBE;&BS i | Started A | Fimished Type Result Synchronization Results -
% Al Updates @ 16062006 11:36 16082006 12:07 Manual Succeeded Search
;;IEE:L?EEZ;; Z)  16/08i2006 10055 16/08/2006 10:57 Manudl Succeeded Synchronize Mow

gt

*

- ¥ W3US Updates Synchronization Options
gty Col

= ,,i’g mputers and Groups

: View 4
[+ All Computers
-4 Downstream Servers Mew Window from Here
ﬁ 1o ion .
? Repor% Refresh
-8, Options & Help
Synchronization Result -

Swnchronization Report

@ Help

F
B Synchronization Details
Started: 16/08/2006 10:55
Finished: 16/08/2006 10:57
Result: Succeeded
wi

Type: Manual
Etrors: a
MNew updates; i}

1| | B

Synchronisation Results shows you just that ... the results of synchronisation. It keeps a history.
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=) Fie

Ackion  Wiew

Window  Help

E Computer Managemenkt reenHunter

=101 x|

JEEDS]

= |BE R 2 E

Em System Tools

EI& Storage
=

<

@ Event Wiewer
Shared Folders
Local Users and Groups

Q Computer Management (Local)

59 Removable Storage
Disk Defragmenter
,'i Disk Management
[]--& Services and Applications

| o

Iame

| Descripkion

@-ndministrators
gBackup Operabors
W Distributed COM Users

gGuests

@Performance Log Users

@Power Users
@Print Jperators
gRemote Desktop Users
gReplicator

Users
gHelpServicesGroup

W 115w

M 50l Server2005MISGL .
@Telnetclients
W wwsUS Adrministrators

%WSUS Reporters

gNetwork Configurakion ...

gPerformance Manikar L.

M} 50 Server2005MSFTEL,

Administrators have complete and u. ..
Backup Operatars can override secu...
Members are allowed to launch, acti, ..
Guests have the same access as me. ..
Mermbers in this group can have sam...
Mernbers of this group have remote ...
Members of this group have remote ...
Pawer Users possess most adminiskr, .
Members can administer domain prin. ..
Members in this group are granted £, ..
Supparts File replication in a domain
Users are prevented from making ac...
Group for the Help and Suppart Center
115 Worker Process Group

Members in the group have the requ...
Members of this group have access t...
WSLIS Administratars can administer ...

I've jumped out of WSUS here to show you two new groups on the WSUS server. WSUS

Administrators have the right to fully manage WSUS. WSUS Reporters is new ... it gives you the
right to give selected people (auditors, management, security officers) the ability to run read only

reports from WSUS.

Microsoft WSUS 3.0

Copyright Aidan Finn 2006

http://joeelway.spaces.live.com/

27

website@highwaycsl.com



E} Microsoft Windows Server Update Services 3.C 3era 2 I o ] 4|
Eﬁ File Action Wew Window Help | = | =1 |i|

NG

E|---|j_ DUBFS1 - H— .
=3 Updates
% Al Updates This view shows available reports, You can also add customized reports. Search
* Critical Updat
+ Critical Updates — "

+ Security Updates

+ WSUS Updates Update Reports Mew Window From Here
EL; ,.j:; Computers and Groups

% Al Computers — 1 Update Status Summary Refresh
’ This repart shows a summary of the update staktus, with one page
44 Downstream Servers per update. B2 Help

ﬁ Synchronization Results
B P Yreports Update Detailed Status

48, Options This report shows a summary of the update status, with the ]
update status of all computers For each update. One update is
shown per page.

i G

|z Update Tabular Status
This report shows a summary of the update status in a tabular
vigw, suitable for exporting to a spreadshest.

Computer Reports

Computer Status Summary
This repart shows a summary of the Computer status, with one
page per Computer,

Computer Detailed Status
This report shows details of each computer's status, with the
update status for each update. One computer is shown per page.

& @

Computer Tabular Status
This report shows & summary of computer skatus in a tabular view %
suitable for exporting to a spreadsheet.

Synchronization Reports

1 Synchronization Results
L8 This report shows the resulks of the last synchronization,

Here we can see the various reports that are available. Clicking one will kick off Report Viewer.
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5 Updates Report _|- _ID ll
J Report Yiew |:_E] Report Options ;a RFun Report Close

@ Mew Report Type: Summary Report j
&) Include updates in these dassifications: Any classification

@ Include updates For these products: Any product

1 Include updates that are appraved For these groups: Any compuker group

%2 Include pdates where one or more computers have a status of: Needed, Failed, Unknown Stars |

M Include status From downstream servers: IP.II downstream servers j

B B > 10 84 E G - [ |

Report Viewer is running and you can see it's kept the look and feel of SQL Reporting Services.
Selecting one of the items in blue text or the drop down box allows you to configure the query that
will make up the report. Note that your report will include data from downstream servers,
emphasizing the idea of centralised management.

& computers Report ] gl x|
| Tasks ] Report Yiew |i=] Report Options (b Run Repart Close
(B M 41 o1k M |OE I SEHLE-| 0% -
Computer Tabular Status Report ’de"&"gms:;“r

Report Options

°
.
N

Reepork Type: Tabular Report
Classifications: Any dassification
Products: Any product
Computer Groups: All Computers
Skatus: Meeded, Failed, Unknown Status
Downstream Servers: Al downstream servers
Report Data Collected: 27/09)2006 16:27
g Computer Name 2 Needed 3 Up-to- = Failed = Unknown 3
= Date
dubdci. afinn.internal 8 1 o o
dubfs 1. afinn.inkernal 9 0 0 0

Here’s a final report showing some computers that still need to be updated.
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E.

crosoft Windows Server Update Services

=10l

Ef,- Fil=  Action Wiew ‘Window Help |_|ﬁ'|5|
€« 0@ 2=

-i_;\* Update Services

* Critical Updates
Security Updates

i # W3US Updates

E! ,f,j Computers and Groups
i gl:; Al Computers
Downstream Servers
Synchronization Resulks

Repotts
+ Options

e —
T

Dptions

R U - |

§ @

r & @ G

Update Source and Proxy Server

“ou can choose whether this Windows Server Update Serivees
server synchronizes from Microsoft Update or From an upstream
‘windows Server Update Services server on your network,

Products and Classifications
“ou can specify the products for which you want updates and
the bypes of updates you wank,

Update Files and Languages

You can choose whether to download update Files, where to
store downloaded files, and which update languages you want
ta download.

Synchronization Schedule
“ou can choose to synchronize manually or set a schedule for
daily automatic synchronization,

Automatic Approvals

“ou can specify how ko automatically approve installation of
updates For selected groups and how ko approve revisions to
existing updates.

Computers
“You can specify how ko assign compubers ko groups,

seryer Cleanup Wizard
‘fou can use server cleanup to free up old computers, updates
and update Files From your server.

Reporting Rollup
‘ou can choose to have downstream servers roll up update and
computer skatus,

E-Mail Notifications
“You can have Windows Server Update Services send e-mail
notifications of new updates and status reparts,

(PR TR R T WP,

or”

Actions

Dptions -
Search
View 3

New Window from Here
Refrash
@ Help

You don’t need to run the configuration wizard again to modify the configuration of WSUS 3.0.

Everything is under “Options”.
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Update Sotic2 ain® Proe sowes

T

when synehronizing update information:

i5 & replica of Ehe upstream server:

Under “Update Source and Proxy Server” we can witch a server from directly updating from
Microsoft to an upstream server and vice versa.
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You can also modify the proxy settings.

Approval Rk

Advanced I

éj Yau c% specify rules For automatically approving new updates
ld

when they are svnchronized,

Mew Rule... Edit... 3 Delete Fun Rule

W Install AutoDeployment Rule

Rule properties {click an underlined value ta edit)

‘when an update is in Critical Updates, Security Updates

Approve the update For all computers

QF I Cancel | Apply |

Approval Rules allows us to automatically change the approval status of updates as they are

downloaded. ltis rule based so it is very granular, an improvement over the inflexible system in
SUS and WSUS 2.0.

!i ! ‘ol can specify how ko assign computers to groups,

&% Use the Update Services console

Make: Mew computers will automatically be placed in the Unassigned
Cormputers group.

& Use Group Policy or registry settings on computers,

oK I Cancel [, | Apply
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WSUS uses groups so you can target updates differently. This is very important because it
allows you to set up a pilot group of computers on your live network. You can test deploy
updates to this group to make sure everything is OK before deploying all updates to all

computers. This screen allows you to configure how this is done. For a small pilot group, | think

I’d be happier using the WSUS console. For widespread use of WSUS groups, I'd use group

policy to configure group membership.

WsUS server Cleanup Wizard
g Welcome to the Server Cleanup Wizard.

Select Ttems to Claan ‘welcome to the WSS Server Cleanup ‘wizard. 'With the help of this wizard, you can
Clean Server remove out-of-date and unuzed update files, old revisionz of updates, superseded updates,
Finished and computers that are no longer active.

What would you like to clean up?

i

<l

<l

<l

<l

Update metadata and old revisions
Unapprove old revisions of updates, and delete any update metadata for declined
updates.

Stale computers
Delete computers that have not reported status ta the server in 90 days or more.

Update content files
Delete update files for declined or unuzed updates.

Expired updates
Delete updates that have been expired by Microzoft and delete update files.

Superseded updates

Unapprove updates that have been superceded and are not needed by any computers.

[It iz recommended that you review the list of updates carefully. ]

= Back I Mext = I Einist I Cancel

This is a nice addition. The Cleanup Wizard allows us to purge old information from the WSUS

database with a minimum of fuss.
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W'SLE Server Cleanup Wizard WHunter x|

Cleanup complete

Select Iterns to Clean The Server Cleanup Wizard has finished cleaning up your server.
Clean Server
Obsolete updates cleaned: 0

Unneeded uppdate revisions compressed: 0
Ohsolete computers cleaned: 0

Disk space freed from unneeded content files: 0
Declined expired updates: 0

Declined superseded updates: 128

Clean up is complete, To clase the wizard dlick Finish,

< Back | et | Finish | Cancel |

| ran the wizard on a brand new WSUS server and was able to clean out 128 updates. I'd highly
recommend that you run this one pretty frequently on all of your WSUS servers.

Reporting Railup Oglians Sere ﬂ

9% ou can choose to have dawnstream servers roll up computer and
\_,J update status ko this server,

& Roll up skakus from downstream servers

' Do nat roll up stakus from downstream servers

[
Ok I Cancel | Apply |

This option will allow you centralised WSUS server to gather data from downstream servers to

enable centralised reporting. Do this if at all possible to save yourself some administrative effort
when it comes to reporting.
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E-Mail Notifice rio 1 Sy kious

E-Mail Server

‘fou can have Windows Server Update Services send e-mail
notifications of new updates and status reports.

™ Send e-mail notification when new updates are synchronized

Recipients: I

[~ send status reparts
IDain

Frequency:

Ll L]

Send reports at: ID?:lD:SB

Recipients: I

Language:  [English

[ o 1]

Cancel |

Apply

WSUS 3.0 has a basic notification engine. Ideally you'll want to be using MOM/SCOM 2007/SCE
2007 for advanced monitoring. WSUS 3.0 will send you notifications when new updates are
downloaded and status reports for at a time and frequency of your choosing.

E-Mail Notiliie rio 1 i ki
General

Server Information

Cukgoing e-mail server (SMTP): I
|25

Port number:

User Information %

User name: I

E-mail address: I

Logon Information
" Iy SMTP server requires authentication

User name: I

Password: I

Test |

[ o |

Cancel |

Apply

In this second tab you can configure the SMTP connection for sending notifications.
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Configuring WSUS Clients

When I say clients, I mean both servers and end user computers. I am an advocate of using
WSUS to update servers. I've heard way too many clients say “we don’t trust it, we update
server by hand”. Here’s what I have noted. Yes, they do not trust automated updates but they
do not have any evidence for that mistrust. And no, they do not update those servers by hand.
These are usually the people who ignore warnings about critical updates and end up being
crippled or shut down by the likes of SQL Slammer or Blaster. I can say, hand on heart, that I
trust WSUS to update my end user computers and servers ... after I have tested the updates. 1
started using SUS and WSUS in 2003 and have never had a deployment or patch problem on a
production network.

How do I configure my update mechanism? There are two aspects.

The Approval Process

I have been lucky enough to use a separate and dedicated test environment with its own ADSL
internet link. One that network was placed a replica of a domain controller from the live
network. Key Windows systems were duplicated on the network. Who ever was on call the
week of any updates had the responsibility of approving updates on the test network and
monitoring the status of the systems. In this time we would also monitor IT news sources as
usually for anything out of the ordinary. If everything went OK, we went through change
control to deploy the updates to the live network.

If I did not have a dedicated test network then I would do this. I would build some sample
virtual machines on either Microsoft Virtual Server or VMware Server (both free products). I
would assign those machines to a WSUS group for pilot deployment. In WSUS I would approve
updates for this pilot group and monitor the machines and the IT news sources. If everything
was OK I would then push the updates out to all other machines.

Installation Configuration

I do my entire installation configuration by group policy. Anyone without Active Directory can
edit the registry to get the same effect. I'm not going to go through each and every setting
because Microsoft’s documentation (with WSUS and in the GPO object) does that better than I

ever can.
I'have 4 levels of group policy object:

® The top level will configure global settings such as how frequently to check for updates,
etc.
¢ Anend user machine policy (desktops and laptops) will configure Automatic Updates to

download updates and start the installation at 03:00, every day. A missed schedule will
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force the installation to start 1 minute after the next start up. Reboots will not be
automatic but will prompt the user giving them a choice to ignore. Reminders to reboot
will be every 30 minutes. Non-administrators will be notified of updates being available
for installation (so they can kick them off early if they choose) and will be able to install
updates when shutting down.

e Servers are configured differently due to their importance. Servers will automatically
update at 03:00 on Saturday morning. This gives the maximum amount of possible time
for recovery should something go wrong. Non-administrators will not be notified of
updates (bad for Terminal Servers). The option to install updates will be available in the
shutdown menu.

e If I have WSUS servers in multiple sites then I create and link a site policy to configure

the location of the WSUS server for each Active Directory site.

I may choose to add a 5t policy for selected key servers, e.g. cluster nodes. A few machines may
nee to be updated manually. In this case I configure them to download updates and to only

allow a manual installation.

There is one setting that I am still on the fence on. There is an option to allow accelerated
installation of updates that do not require a reboot, i.e. they install as soon as they are
downloaded. I certainly would not allow this on servers. I might allow it on desktops but
usually don’t. I find update installations can slow down PC’s and the fewer helpdesk calls saying
“my PC is slow” that I get, the better.
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Summary

Given the options that are out there, including free ones such as WSUS 3.0, there is no excuse for

an organization not to be using an automated solution for deploying updates.

WSUS 3.0 already appears to be a “killer application” that will be an improvement over the
successful WSUS 2.0. I would encourage anyone to start investigating this technology now and

to start planning for the future.
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